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DARING TO COMMIT

WHAT'S NEW WHAT'S NEXT

Les conteners dans un
monde digital |

Simon Melotte, Cloud Product Manag

er
NRB
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Nouvelles possibilités

En pratique chez NRB

Un exemple concret

Qu'est-ce qu'un conteneur ?



Un conteneur regroupe le code et toutes
les dépendances d'une application afin
gu'elle s'exécute rapidement et de maniere
fiable d'un environment a un autre.

docker




Simply execute a program
Anywhere you want
Whatever it is

With its complete set of
dependencies

Write once, run everywhere

App 1 App 2 App 3

Bins/Lib

Bins/Lib Bins/Lib

Guest OS

Guest OS Guest OS

Hypervisor

Infrastructure

O E &

Virtual Machines

App 1

Bins/Lib

App 2

Bins/Lib

Container Engine

Operating System

Infrastructure

| ol

Containers

App 3

Bins/Lib




What's new ?
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Et concretement ?

» OPEN EDITORS Dockerfile > ...

» DNS-RESOLUTION [WSL: U... python:alpine3.7

Tout commence avec un Dockerfile > W tekton

> @ manifests
> B static
m femplates
dns.html
#docker build --tag my-python-app home.htmil
#docker run --name python-app -d -p 80:5000 my-python-app layout.html
¥ azure-pipelines.yml
Dockerfile

#docker exec -it python-app bash

index.py
requirements.ixt

run.ps1




DARING TO COMMIT

Les problémes résolus par les conteneurs

“IT'S WORKING FINE ON MY MACHINE !”
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Grace aux conteneurs

b @

Développeur Opérations

= O o, B

Code Conteneur Plateforme
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Qu'est-ce qu'un conteneur ?

En pratique chez NRB

Un exemple concret

Nouvelles possibilités
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Nouvelles possibilités

Divide to deploy
MONOLITHIC

U

BUSINESS
LOGIC

DATA ACCESS

LAYER

MICROSERVICES

MICROSERVICE
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DARIMG TO COMMIT

Avantages

* Portabilité des conteneurs
* Orchestrer des conteneurs sur plusieurs hotes
* Optimiser le dimensionnement (Scalability)

* Controler et automatiser les déploiements et mises a jour kubect!
d'applications en continu

* Permettre aux développeurs de prendre des décisions
adéquates, spécifiques par microservice. MASTER

» Conserver un historique des versions

* Faciliter un éventuel rollback a une version précise
archivée sur un registry.



DARIMG TO COMMIT

Nouveaux challenges

« Communication entre services
* Plan de tests globaux

* Troubleshooting

* Sécurité: le maillon faible

* Deéploiements (CI/CD)
 (Changements de mentalités
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Qu'est-ce qu'un conteneur ?

Nouvelles possibilités

Un exemple concret

En pratique chez NRB
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NRB NRB Container services

Server Server Server
Nous le faisons a la maniere « Enterprise »: 8
* Redondant e Automatiser les g
e Optimiser les déploiements -
dimensionnements * Monitorer

Control plane

Notre offre
Consultance Opérations Q Q

* Architecture One stop shop
* DevOps (CI/CD) * Multi / Hybrid Cloud
* Change Management * Technology agnostic Consultancy Operations

* Development

, i ]
Nous déployons, |l 8 8 2 % o
Dans nos datacenters Dans les public clouds ©
o NECS *  Amazon EKS ws A 2
* [|BMz * Azure AKS

* [BM Cloud



WHAT'S NEW

Solution PAAS avec Openshift
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Advanced Cluster | Multi-cluster Management
Manager Discovery | Policy | Compliance | Configuration | Workloads
. . Bty Seifiaes Application Services Developer Services
OpenShlft Container : . Databases | Languages | Runtimes | Developer CLI | VS Code extensions | IDE
Service Mesh | Serverless Builds | Cl/CD : : : ;
Platform Pinelines | logqing | Chargeback Integration | Business Automation | 100+ Plugins | Code Ready Workspaces | Code
] ISV Services Ready Containers
Cluster Services
Automated OPS | Over-the-air Updates | Registry | Networking | Router | KubeVirt | OLM | Helm
gistry 9
OpenShift - Kubernetes

Kubernetes Engine

Red Hat Enterprise Linux & RHEL CoreQS




D'ici 2023, - we— I

I
plus de 70 % des organisations
dans le monde utiliseront au ‘ ‘
moins trois applications . ealir———

Need complete and reliable solutions

Mainstream Market

D-UIIANI Things — Big Pain Points—q

conteneurisées ou plus en
production.

Gartner, Avril 2020

ldea Cusiomer Build
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Qu'est-ce qu'un conteneur ?

Un exemple concret

En pratique chez NRB

Un exemple concret

19



Développement d’une

Application

Openshift as a Service

Resr .v,: S )
. v
™. _Internet
\ .
u;a.:-_g
LOADBALANCER v A V" ]
e ¢e Gl
(C—Feveisc Powes - 1921661026 _____D—
(" KAFKA | /[ ZOOKEEPER T mx
Management
4 g B B JEREN B9 BN v s o
W g o ! g OFY
(N8 Manogement Seivices - 192 1680026 )

Customer tenant - 192.168.0.0/16

Contexte du projet TH Z@G F:‘OUFL

* Développement d'une application

*  Architecture full microservices
*  Event driven avec Kafka

*  Green field

Nos objectifs
*  Permettre aux développeurs de se concentrer sur le développement

*  Fournir les pipelines CI/CD pour chaque microservice

Nos solutions
*  Openshift cluster as a service
*  Gestion de plusieurs environnements (Test, Intégration, Acceptance et production)
*  Pipelines CI/CD avec Tekton

*  Automatiser et sécuriser les déploiements des microservices grace a des applications

“maison”

*  Sécuriser les flux avec F5 WAF, Antivirus et Sandboxing grace firewalls NextGen Palo Alto

funmptania



Conclusions

What's new?

* Openshift en PAAS chez NRB
 Consultance pour les CI/CD

 Développement orienté microservices

What's next?

e Service Mesh (lstio)

e Améliorer la sécurité

 Détecter les vulnérabilités des images au repos
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DARING TO COMMIT

WHAT'S NEW WHAT'S NEXT

Le cloud hybride : le
meilleur des mondes

Michel Mans, Enterprise Cloud Product
Manager NRB 1




NECS - NRB Enterprise Cloud Services

What's New

« NECS est un Cloud Hybride qui permet 'accessibilité a plusieurs Clouds
Privés et Publics au travers d'un portail unique.

* Il est basé sur le Cloud Management Platform du leader mondial de la
virtualisation, VMware vRealise Suite

 La ségrégation du Multi Tenants est assurée a plusieurs niveaux,
physique et logique
* Une gestion autonome de vos utilisateurs liée a une définitions de roles

pré-définis
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PLATFORM

NRB private cloud

NECS

Single porta| Public clouds

NRB dedicated cloud

o
o ) 2)

25



NECS - NRB Enterprise Cloud Services

La ségrégation des Tenants
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NECS Hybrid Cloud — Spécificités et Connectivités INRB|

NRB Private Cloud :

o 2 DataCentres full résilients connectés en fibres
noirs et basé sur la technologie réseau Cisco ACI

Mo Public Cloud s A \ R .
A SIS * Un RPO de Zéro grace a une réplication
%, / ’ synchrone de nos baies de Stockage de derniere
g , o generation Full Flash
@M,V‘*;ééye :nn“‘\,p ol ley / . s A
< o T " * Une flexibilité de capacité du Compute grace
N 'usage de Blade Cisco UCS configurées en HA
o %‘7 » Un Disaster Recovery opéré par des Plans SRM
'%,2;: / o/ .
g2 | dédiés par Client
z /\@\ “"/ NRB Enterprise Cloud Services Pcﬁ:alﬂlient-Kgy lsers PUblic ClOUdS:
4”0;“\ h 72 @®
%, o H « Différentes possibilités de connectivités aux Cloud
— - Public suivant les besoins de nos clients
reposants sur I'implémentation de Firewalls Palo
Alto

27



NECS Un portail unique vous permet d'accéder a I'ensemble des services proposés

https://necs.nrb.be
% NRB Enterprise Cloud Services

Self-Service User Account
Management

Change or Recover you
Password

Your SDM Repository

Access the documents repository
managed by your SDM

Cloud Management Portal

Manage your Cloud Services on a
Private, Hybrid and Public Cloud

Userguide & FAQ

Documentation and FAQ about
NECS4

Tenant Master Data &
Networks

View and Manage Tenant Master
Data and Networks configuration

Monitoring

Monitoring

Firewall Rules and File Transfer

Configuration

View the firewall configuration of
your tenant (Pancrama) ISO Files, container images or

Scripts to your tenant

Upload/Download VM Templates,

32803 O~

Your Assets - Incidents -
Service Requests

View your assets, Create
incidents and Service requests

DARING TO COMMIT

Michel MANS@nrb.be v
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https://necs.nrb.be/

NECS — Le catalogue de Services

En « Day One operation » laa$S et PaaS$

 Déploiement de machines virtuelles selon les normes NRB (Clouds Privé et Publics)
Sélection des Services managés

* Possibilité de créer votre POD dedié

« (Création de vos propres modeles pour enrichir votre catalogue privé de services
 Déploiement de vos propres modéles (Templates)

* Importation et exportation de machines virtuelles

 (Création et gestion d'un équilibreur de charge

*  Object Storage

* Acces au journal de toutes les actions effectuées dans le portail a des fins d'audit

* Visualisation en temps réel ou de I'historique du Meetering de vos VM
 Consultation des colts basée sur une consommation mensuelle en Pay-as-You use

*  Acces au catalogue des services de Clouds Public si vous y étes abonné
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VM Incident =4
Management Backup & Restore DRP

Standard

Monitoring Anti-Virus Patching
Optional Optional Optional

BASIC 'Q' (L) \@

CARE Business Extended 24H/7 Days
Hours Business Hours Support

Optional

29



NECS — Le catalogue de Services INRB|

Action sur vos VM en « Day 2 Operation »

» Redimensionnement du CPU, de la RAM et des disques (chaud et froid)

* Reconfiguration de vos services manageés laaS Basic Care ou PaaS
Proactive Care (Antivirus, Patching, Monitoring)

e Démarrer, Arréter, Redémarrer une VM
D ‘V’ 5’““:' ,@
n|or|g atching Inciden anagemen

 Ajout et retrait instantané de cartes réseau

Anti-Virus

L 24
e Acces a la console virtuelle et au BIOS 'Q' Q ()

24H/7 Days

 Déplacement de la machine virtuelle d'un centre de données a un autre

System
Proactive

 Gestion de la sauvegarde et de la restauration automatique L

» Déplacement de disques d'un serveur a un autre

o Attachement, Détachement d'un ISO
30



NECS — Le catalogue de Services

PaaS OpenShift

Sur son Cloud Privé NRB propose le déploiement d'un Cluster Openshift 4.5

A la demande, le client peut déployer les différents nceuds:

Bastion Node

Boostrap Node

Master Node

Worker Node (jusqu'a 40 VM)
Infra Node (jusqu’a 10 VM)

Ceci ouvre la possibilité de faire tourner des Conteneurs au sein d'un Eco-

systeme Cloud privé & Clouds Publics permettant le développement

d'application conteneurisées consommant des Micro-services offert par

les Clouds Publics.
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— 'S\I NRB Enterprise Cloud Services

Catalog Deployments

<
CLEAR ALL

v Service
Q.

[] laaS - aWS

5 - Azure

o w
o i
C W T

| | 1aas - My Templates

S - NRB Private

g 8
% 9
aA
-
£ @
Al
m 2
DA
= M
a
I
2
c
m

Paas - Openshift
|
[_J VM Group

| User Management
19 selected

v Business Group

Q

[ 32803

0/1 selected

Design nbox  Administration nfrastructure  Containers
Catalog (iitem ) ¥ | On behalf of: O, Search users
Q\, Search for catalog items by name or description

NRB Premium PaaS CpenShift 4
., Container Platform

Provision a Openshift 4 Container Platform cluster

Business group 32803

Service Paas - Openshift

REGQUEST
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NECS — La Big Picture

Multi-Tenant Community Cloud

Secure Separation

Service & Management Control
Tenant & Management Control

Availability & Data Protection

aws

)
Amazon AWS Cloud 1BM Cloud

() ()

Microsoft Azure Cloud Google Cloud

Hybrid Cloud Integration &
Resource Provisioning

RESTful API Integration

AWS / AZURE / IBM / Google
Public Cloud Integration

Integration & Hybrid
Cloud

User Chargeback & Reporting
Expenditure per Business Group
User Chargeback & Billing Track Cloud Computing Spend

Financial Management

Managed Services
General Services

[

Service Management

Cloud Capacity Management
NRB 24/7 Monitoring & Surveillance
Disaster Recovery Mgmnt. & Testing

Auditing & Reporting
IAM Endpoint Security Security & Compliance

Policy based control of Cloud Services

Governance & Security

DARING TO COMMIT
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NECS — Modele de

Une facture mensuelle en fonction de |'utilisation

colt

NRB Private - NECS Pay-Per-Use

INFRASTRUCTURE
ELEMENT
vCPU Rate Pay-Per-Use
Network Rate Pay-Per-Use

Febru

ary

VM Commissioning

March

Par Gb

Nbre de vCPU

Nbre de GB vVRAM

Nombre de vNIC

April

Payment

Par Mois

Par Mois

Par Mois

Par Mois

; June

PriX depend du:
A) Storage Tier (Gold, Silver Bronze.
B) Replication — Non Replication

Single Site vCPU
Dual Site vCPU

GB of RAM x Nbre de jour d’utilisation
Single Site VRAM par GB
Dual Ste vRAM par GB

1vNIC Cost x Nbre de jours
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NECS - NRB Enterprise Cloud Services

What's Next

PaaS DB & une sélection de Middleware (Q3 2021)

]
2
>
_
]
n
©
(%]
©
S
—
o
L
S
i
o

Service Model

/ Client ;
Controlled

7

./

Application

Runtime Options X

Oracle
SQL Server
Postgres
mySQL
DB2

3

Data Model

Runtime & Middleware Options

,

Middleware

\ ELEEE
Data Protection

OS Basic
Virtual Server

SNA-HIS WebAlizer Weblogic
‘ r

3

Physical Server

DARING TO COMMIT
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NECS - NRB Enterprise Cloud Services INRB|

W h a t ! S N e Xt Best IT Ops Experience el Best developer Experience

Application Services
Middleware, functions, ISV

Developer Services
Dev to

ools,

OpenShift Container as a Service « Caa$ » en

environnement Hybride. Ceci ouvre la possibilité de
faire tourner des Conteneurs au sein d'un Eco-systeme

Clouds privé & Publics permettant le développement

d'application conteneurisées consommant des Micro- —

services offert par les Clouds Publics.

Service Mesh CIfCD, ID

= S B> L
Private Cloud Public Cloud

35



Conclusions

What's new?

 Hybride Cloud avec un portail unique

* Multi tenants avec ségrégation des réseaux
* VM Windows et Linux en mode laa$S et Paa$S
* NRB Services Manages

 Opération avancées en « Second Day »

* Object Storage

*  OpenShift Cluster

 Loyer mensuel en « Pay-as-You use »
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What's next?

PaaS DB et Middleware

OpenShift CaaS en mode Hybride

Google Cloud

Gestion financiere avancée « Cloud Health »

Monitoring avancé « Sciencelogic »






HAT'SNEW,
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Markéting’@h;r'b-be
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DARING TO COMMIT

WHAT'S NEW WHAT'S NEXT

CLOUD
Everything-as-a-Service? |

y

Mathieu Philippart, Delivery Executiv
Product Management NRB
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Notre Approche

What's New What's Next

Le Cloud

Nos « as a Service »

40



WHAT'S NEW

C'est Quoi le Cloud

Définition du NIST

(National Institute of
Standard & Technology)

= 5 Caracteristiques
= 3 Modeéles de services

= 4 Modéles de déploiement
= Private
= Community
= Public
= Hybrid

Pooled
Resources

Scalable

Easily
Available

On Demand

41



WHAT'S NEW INRB|

THE ICEBERG EFFECT
Le cloud et |'effet ICEBERG? m Hidden W Vise

Controle et visibilité

= ON PREMISE = CLOUD COMPUTING
= Couts Visibles = Couts Visibles
= Faible = Elevé
= Licences = Souscriptions
= Certains HW = Couts Cachés
= Couts Cachés

= Sous controle

. Ve . .
Elevé = Customisation

m Customlsat|o.n = |mplémentation
= Implémentation
= |T Personnel

» Couts Hardware ON PREMISE CLOUD COMPUTING

2 Ma.in.tenance TH EII‘:’ :IGROUP
= fraining...

= Training




WHAT'S NEW

Notre Approche, Vous Offrir

=Des services de qualités
=Avec une approche CLOUD
=Mutualisé
=Evolutif
=Progressif
A |a demande
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=Avec des possibilités HYBRID

=|Innovant et différenciateur

*End to End

=Sécurisé

=*En ligne avec vos besoins et vos
attentes

43
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WHAT'S NEW

Datacenter as a Service

N :

£ Full DRP J Green DC . TUE ' L  cloud Proof
. Proof Tier i+
e Cluster LGIBNY Proof Cold Corridor & Airflow | Redundant Grid Connection ~ Pay as you go Service Units
trol ot ©
Big Data Throughput (0!: e Redundant UPS & Power ' Proven Private Cloud Ready
® . 3 @
Loadbalanced & Warm Ambient Gt.ane?ronon - On/Off premise
Redundant Adtive Power Metering Automatic Fire Detection interconnect ready
Imer?nnecl Redundont.Free Chillin ' SUPIBSSIOU ¢ b Cout
30 KM Geographical 8 Cooling g Triple Access Eonlrol Layers Bursting Ready
Separation s .
p f PUE <= 1,35 24/7 Managed Operations
RTO/RPO ZERO Ready

./\; -

© High Availability
O Load Shared

O Georesilient

O Replicated
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WHAT'S NEW

ETeET)

NECS the Big Picture r=<r=s i
laaS & PaaS$ s

=Notre solution

=Hybrid

Monitoring

Optl Opt2

g
:
u
<
g
g
a

Storage Tiers

© Selet0S

=Private m

.Communlty ' Select Security .
Automation
N

Bl & Billing

Systems

................................

Virtual Infrastructure \ o
© Application " Application
~ Middleware /Runfime ~~  Middleware / Runtime
~ Aefwies Anmtivies
~ Patching ~ Pathing
- DdataProtection ~ DataProtection
~ Monitoring. ~ Moniforing
IR0
- VinvalCompute ~ Virtval Compute
- PhysicalServer ~ Physical Server
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Cloud Enablement Model Increased vCPU & vRAM
-

NRB Enterprise Cloud Services
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WHAT'S NEW

Hana As A Service

Customer

VM running HANA DB

=Une approche

. w
Innovante pour une £
o flu - r
‘ " bg | Daamoos  DsmMosm } =L B {
eVOlLItlon vers HANA gﬁ ware [Runtime  Middleware /Runtime  WMicoleware ) Runtime. |
7 o, 7/ a4 1§18 HANA
en toute securite et a §f| = S | e e — | | infrastructuce
15 Lot Il — ——
b | | e —
VOt re ryth m e ﬁ% NRB SAP HANA Entire VM & OS Managed HANA DB
Em Cerlilied Platform: by NRB. + AV + Patching & SAP BC
. 05
: x::':/l Total Management of HANA

VM and SAP - The technical
aspects of the applicalion and
data model (i.e SAP-BC) - are SAR Salution Service Madels

NRB Enterprise Services 2

LA

managed by NRB. The
funchional aspecis are
managed by the client,

g HANA as a Service

(Haas) service Model



WHAT'S NEW

Exadata As A Service

=|.a meilleure performance

Oracle possible enfin
accessible a tous

Exadata Smart Scans

10 x’s reduction in data
sent to database servers

Flash cache removed
spinning magnetic media
bottleneck

Flash Cache Increases Scan Rate

Exadata Storage Index
Eliminate
unnecessary I0’s to
disk

Efficient compression
increases user data scan

rates
Hybrid Columnar

Compression

Exadata
Benefits

Rapid
provisioning

DARING TO COMMIT
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WHAT'S NEW
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OpenShift As A Service (NECS Based)

Advanced Cluster
Manager

—

OpenShift Container

Platform

OpenShift
Kubernetes Engine

Multi-cluster Management

Discovery | Policy | Compliance | Configuration | Workloads

Application Services Developer Services
Databases | Languages | Runtimes | Developer CLI | VS Code extensions | IDE
Integration | Business Automation | 100+ Plugins | Code Ready Workspaces | Code
ISV Services Ready Containers

Platform Services
Service Mesh | Serverless Builds | Cl/CD
Pipelines | Logging | Chargeback

Cluster Services
Automated OPS | Over-the-air Updates | Registry | Networking | Router | KubeVirt | OLM | Helm

Kubernetes

Red Hat Enterprise Linux & RHEL CoreQS
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WHAT'S NEW

$3 As A Service

S
O

IBM Cloud

mazon

services

Firewall

B

=Du stockage « Public
Cloud » en mode
« Community ou socsed) ey ssyouie |
Hybrid Cloud » _—

segregation is achieved

99,999%

Cloud Tiering

NRB Hybrid Mutualised File System Architecture

99,999%
(SLA)

using S3 Buckets
Primary Site ! Active o )

Synchronized Bucket, every hour

> j—(by default) — This interval can be

changed per Tenant.

Passive

49



WHAT'S NEW

Azure As A Service

=|nfrastructures et
Applications développées pour
et déployées sur Azure

=Solution Validée et sécurisée
par NRB

=(Gérée par NRB en ligne avec
la gouvernance
d'infrastructures locales ou en
community cloud

ExpressRoute

Customer Site

Customer’s Wan
Connexion

o )

! Patching Agent

3 %/ﬁ Anti-Virus Agent
T\rv & Monitoring Agent

VNET

@ Azure Backup on
=== Azure Storage

Customer Tenant in Azure

NRB Operations/
Service Desk Multi-Factor
Authentication
- v
| Patching Anti-Virus  Monitoring CMDB  \RB JUMPBOX
i Server Server Server Server
D D
D OED D
: IIIP m (IIP
|
\
‘ N J J

-7 RN
e A
/
I
i
| s [
\. 000

oc oo

\
\ Management

/ Zone
/

Customer WAN
ExpressRoute

NRB JUMP HOST
SSH/RDP ‘

SSH/RDP

&)

q({ g LANDesk Aaent

McAfee Aagent

( ITM Agent
2 Ng] g
qq 1

7

Customer Tenant in NRB

9|
g
3
2|
3|
b1
3
al
3|
2|
£|
H

50



WHAT'S NEW

Device As A Service ﬁ ”"l

Field + VIP Services
Service Desk L1/L2
IMACD
Device and app management
Application Up. Management
0OS Maj. Up. Management
GPO Management
0S Security — Patches Mgt

Service Desk L1/L2
IMACD
Device and app management
Application Up. Management
0OS Maj. Up. Management
GPO Management
OS Security — Patches Mgt

0OS Maj. Up. Management
GPO Management
0S Security — Patches Mgt

NRB Waa$ P4 NRB WaaS$ P5

Field + VIP Services Field + VIP Services
Service Desk L1/L2 Service Desk L1/L2
IMACD IMACD
Device and app management Device and app management
Application Up. Management Application Up. Management
0S Maj. Up. Management OS Maj. Up. Management
GPO Management GPO Management
OS Security — Patches Mgt 0S Security — Patches Mgt

Managed Bronze AV Managed Bronze AV Managed Bronze AV Managed Silver AV Managed Platinium AV
M365 Business Basic M365 Business Standard M365 Busines Premium Microsoft 365 E3 Microsoft 365 E5
e R T e [ ——— T R T
./ﬁ d 'f ' » j‘_
- - NRB Procurement, Support and Lifecycle Services - —
End User Device Renting and Desktop Licensing Advisory Service Desk Services Digital Workspace
Procurement Lifecycle FR, NL, UK Consulting Services
¢ Multi-Vendor PC and e Level 1 Call Center
Peripherals e Pay per user (OPEX) All- e License Lifecycle Level 2 End-User * Workspace Persona
Procurement In Advisory and Support Assesment
e Extended Support e |nsurance Procurement e |evel3 FO"OW-Up with L Workplace Roadmap
Onsite e Contract Management e Compliancy validation vendors strategy

Dispose

Maintain

Configure
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WHAT'S NEW

DARING TO COMMIT
E—

Soc As A Service

based on defined and
dedicated SLAs to protect
your critical assets and
operations

from our CSIRT and
associated services [ like
malicious domain take

Sown and combined with our

experience. We are
continuously improving
aur detection capability for
new threats or new kinds
of fraud

External and Inﬁemal‘

scans to ensure you are
not exposed to new
threats

and remediation assistance
with first Forensic analysis
in crisis situations

1AM, data and network
protection services

SWAT team to assist|
clients in managing
critical situations

Security Governance to
. |define a pragmatic
security roadm

52



WHAT'S NEXT

Hybrid Paa$

9
3|
2|
Z|
ol
1
Is)
I
9
H
2
Hi

Client’s SQL Server Instance

Azure SQL Stetch Database

T-SQL Queries

ExpressRoute or Secure $2S VPN

— _// Azure Network
Zure

NRB Datacenter/Network

Stretched Database with SQL Server

NRB Enterprise Cloud Services 53




High Availability

Load Shared m
Georesilient
Replicated

WHAT'S NEXT

Full Load Mobility on NECS | uted

0000

=| es avantages du
community cloud et du
public cloud en méme
temps

=Une vrais approche hybride
du IAAS
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WHAT'S NEXT

Hybrid OpenShift As A Service
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3

Pick your containerized Service

=| es avantages du
community cloud et du
public cloud en méme
temps

Pick your DATA & Al PLATFORM

=Une vrais approche
hybride du Container

Openshift as Kubernetes Base

! a)
O 4 NRB
amazon Google Cloud

IBM Cloud e———
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Managed Operations .-I
WHAT NEXT Storage Services Center of Excellence (CoE) . Q @ FIO"¢‘
. NRB Storage Services ] E-‘ I'&'I @ 9

Enterprise Access  AD Connect AD mgmt App Reg. AD B2C

Ser\ﬂces =__|| L=——_1 Reviews Health
. VM Image Appllcqhon
" - Batch Accounts  Disk Snapshots \ hi
loT CoE D - - Managemant nsights
ta Lok o
— Azure Netdpp  Blob Storage g‘hmga Stersimple m <

]
i oh & =

Azure Data [ ] I-" @ @) ‘C‘ {a' ~— (1T

ADID Infarmation Conditional
AD DS Protecti PIM Protecti Ac
R . - rotection rotection cess
Catalog Event Hubs  loT Hub SAIhUeFrEE oPs SgrE::Kr:ul+ Azure ‘Cloud Disk Management  Log Analytics Key Vault
L — Services
-
i . . ===
A [ Data Analytics & Business Intelligence CoE == quqged
== Network Services
: - P — ‘. a Migration Projects
Streur_n ’: + ' Dcicbuse Migration
Analytics L Services

Azure Analysis FD‘:“‘ Data Lake HDlnsight
< > Services acrory Analytics  Clusters

[ Data Sciences CoE } ‘
Function Apps

Core Foundation
Services

AN & YO

App. GW Azure FW Connectivity DDo5
Databricks
, Y O &
HE LA N ]
EEE
Bot Cognitive Machine
SQLm Batch Al Services Services  Learning Services WNET ExpressRoute
DetaWarehouse NRB Software Factory
(Synapse)

(Appllcuhon Software Maintenance & Dev]_

Rl LK

On Prem Azure Application Project Management Services ]

Data GW DEVTEH labs  DevOps Azure Boards  Azure Artifacts

[ Monitoring & Reperting ] [ ITSM LifeCycle Management ]

[ NRE Service Desk ]

Insights

=3 A 8% ==

e Sarvi
Mafification Hub Ap:\omcc Azure Test Plans  Azure Repos

NRB Managed
Security Services

Sentinel

Database Management Center
of Excellence

Azure Pipelines

Logic
— — g
L ==" & ‘ o - - -
l
] s —
| S | Functian Service Service ] 7
Container  Event Grid Domains & APPS  Fabric Mesh Fabric Clusters ~ Container +
Registries  Subseriptions, Topics Instances

ti

ci ci Database Management - laaS/PaaS

[>]

]I]. ]I]. a ISE
= (pIpip
— TP Digital Transformation i@ —
Service Bus Service Bus APl Management & ’
Relay SGerr:j Azure Kubarnetes Configuration Center of Excellence N, " Y M cal
Services
Stretched

Elastic Job  pmanaged DB Managed Databases
Agent Instances



Conclusions

What's new?

» DCas a Service

* NECS Infra & Platform as a Service
» HANA as a Service

 Exadata as a Service

Openshift as a Service

« S3asaService

* Azure as a Service

 Device as a Service

 Security as a Service

What's next?

Hybrid PAAS solutions
Hybrid Openshift as a Service

NECS Hybrid Load Mobility
Public Cloud PAAS Managed Services
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DARING TO COMMIT

WHAT'S NEW WHAT'S NEXT

Le cloud oui mais quid de
la gestion?

4

Mathieu Philippart, Delivery Executiv
Product Management NRB




Sun

Les Risques du Cloud

NRB Cloud Adoption Program

Notre matrice de correspondance Cloud

NECS

Du Design au Build

NRB Cloud Managed Services

What's New What's Next
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WHAT'S NEW

NRB Enterprise Cloud Services

NECS n'est pas uniquement notre plateforme Cloud Hybride,
mais c'est aussi une série de « Managed Services » qu'NRB
peut délivrer de facon transversal au travers de tous les
Clouds Publics majeurs

Dans cette présentation nous aborderons les pitfalls que I'on
peut rencontrer sur les Clouds Publics et comment
I'approche « Enterprise » d’'NRB permet de les éviter et de

s'assurer un service de qualité.
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MANAGED SERVICES

Cloud Consulting
Services

Cloud Migration
Services —

Cloud Managed
Services
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WHAT'S NEW

Les Risques du « Cloud Public »

» Méme si les Clouds Publics permettent d'externaliser son infrastructure,
ils ne s'apparentent pas aux Services Providers Traditionnels

* |Is ont leur propre matrice de responsabilité que peut parfois étre tres
loin de celle a laquelle on s'attend.

* Les risques liées a un trou dans la gouvernance peuvent étre

excessivement préjudiciable

Software

Development
Life Cycle

Customer

. s Py ;. . e A . . Dsp:sri::l] Cntl'l:;\:‘:;:on Pm':::;inn 'ﬁm Responsibility
* La complexité des différente législations doit étre aussi prise en | | rezesren anagerert ——
consideration (Cloud Act, Privacy Shield, ...) A T _
Senrli:u}::es Sem?fes S»s_-r'u'ic:e-sE Services Layer
-
Compute Storage Metworking Logical | Provider
Nodes Arrays Infrastructure Infrastructure | Responsibility
Data Center Physical Fiber Redundant Premise
Real Estate Security Connectivity Power Infrastructure
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WHAT'S NEW

Construire des Bonnes Fondations sur
base d'une Approche Structuré

e .

Core Network & Security
RBAC, Mgmt Accounts, Identity
Security, Master Accounts, Billing
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WHAT'S NEW
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Chez Soi

[batacenter T [Physical’Security \Connectivity IIIIPOWERIII Physical Infra & housing

Chez un SP Traditionnel

Data&App Mgmt  Runtime Mgmt | Instance Mgmt  Monitoring

N\

Chez un Cloud Public

Data&App Mgmt  Runtime Mgmt  Instance Mgmt | INVIGRIGHRAGIN

Avec NRB
 Data & App Mgmt | Runtime Mgmt | Instance Mgmt

0OS Mgmt Storage Mgmt  Network Mgmt Data Protection

Monitoring
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WHAT'S NEW

NRB Cloud Adoption Programme

 Une méthodologie permettant de s'assurer que I'adoption
v

\{ \{

n Define the E Cost Benefit E Plannin
Strategy Analysis 9

des Clouds Publics se fait de facon structuré et sécurisé

a Ready

v
E Adopt

. :n;:he‘;ssiga:c:.c'u;?;‘ie\'\:fons Calzulotien of cument TS0 « Raotionalis= digital estate
. , . + Bust uJ + Calculation of rrigration « Inlficl ergansaticnal algnment  « Frst Landing Zone
* Une approche aligné avec les Cloud Adoption Frameworks e v e SR
i cpton:
e . . o aseonren L+ Coten i covs
des différents Cloud Public et permet de partir sur de s v
« Whaot are 'y‘C;U[ cpermlonal
Reqursrment:? NRB Cloud Adoption Programme

Process requirerments?

bonnes bases

 Trois étapes séquentielles claires permettant d'atteindre un

Build
Services

niveau opeérationnel stable
\

Planning
Migration

chaque étape :

e Le Conseil
. H . . Deﬁf;::eni |n1eg_ra‘rion Governance Security
» Le Conseil et les services de Migration Model Dota I o N & Prvay
& App) Services

 Le Conseil, les services de Migration et le Run

Services

» Azure Readiness Guide

» Expand the blueprint

« Migrate
o Fratwiorkiood migration
« Bxpanded Scenarios
» Bestpractice Yalidation
o Process Improvermsnts
+ Innovate
+ Innovation Guide
+ Exponded scenarios
+ Baest practice valigation
» Frocess Imorvements

Monitaring
Tracking
Reporting

-/
Support

/ Developmen Execution \
« Un engagement d'NRB sur mesure pouvant s'interrompre a h ) ,3\ me
Advisoy R e

RUN

Services

Backup &
Continuity
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WHAT'S NEW

Etre Accompagné d'Un Partenaire pour le Choix et
I"Implémentation des Services

e

Compute Mgmt
Storage Mgmt

Core Network & Security
RBAC, Mgmt Accounts, Identity
Security, Master Accounts, Billing
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WHAT'S NEW

L'Approche d'NRB

* Pensée hybride par défaut

 Permet un alignement des services entre les
différents Clouds

Un méme Blue Print pouvant étre déployé sur
les différents Clouds

e Basée sur des architectures de références

eprouveées
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Amazon AWS Cloud

Microsoft Azure Cloud Google Cloud

NRB: Infrastructure

d’Hebergement Privé
Partenaires Cloud Publiques PUb“C v .
; Cloud A4 NRB Private

3 2 Partners Cloud
9 ;
o >
B2 E
3 v
< 3
© C
S S .
25 NRB Community

0
25 Cloud
=z Y NRB: Infrastructure

Mutualisé Privé

NRB Managed Public Cloud
Services

Cloud Management Platform
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WHAT'S NEW

L'Approche d'NRB

ExpressRoute

Customer Site

e
(XX} |
0l

Customer’s Wan
Connexion

Customer Tenant in Azure

F e Azure Backupon |
=== Azure Storage

.
W{ Patching Agent
\‘ : Anti-Virus Agent
Monitoring Agent
‘ \ﬂ §# Monitoring Agen

VNET

NRB Operations/

Service Desk Multi-Factor
Authentication
: " o v
Patching Anti-Virus Monitoring CMDB  \RB JUMPBOX
Server Server Server Server

EF o e

—
aw

N

v

VLAN

/// \\\\\
/
| | Management
|\ ©OcJo
o0

/ Zone
/

. O30

Management

SSH/RDP

Customer WAN
ExpressRoute

SSH/RDP

NRB JUMP HOST
SSH/RDP ‘

&
%

LANDesk Aaent
McAfee Agent
ITM Agent

7

Customer Tenant in NRB

DARING TO COMMIT
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WHAT'S NEW

Faire Appel a un Cloud Service Provider pour la

Gestion

PAAS Operations, Continuity & Availability

*é’ —
S =
= =
] fa3)
> (@)
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= 2
S >

Core Network & Security
RBAC, Mgmt Accounts, Identity
Security, Master Accounts, Billing
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WHAT'S NEW WHAT'S NEXT

Notre Offre de « Managed Services » a Tiroir...
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WHAT'S NEXT

Penser a I"'Automatisation et ['Orchestration

Automation

PAAS Operations, Continuity & Availability

*é’ —
S =
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Core Network & Security
RBAC, Mgmt Accounts, Identity
Security, Master Accounts, Billing
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WHAT'S NEXT

Multi-Tenant Community Cloud

NECS the Big Pict
€ | g Icture
Service & Management Control
Tenant & Management Control

Availability & Data Protection

aws
~—

Amazon AWS Cloud 1BM Cloud

() ()

Microsoft Azure Cloud Google Cloud

Hybrid Cloud Integration &
Resource Provisioning

RESTful API Integration

AWS / AZURE / IBM / Google
Public Cloud Integration

Integration & Hybrid
Cloud

User Chargeback & Reporting

Expenditure per Business Group
User Chargeback & Billing Track Cloud Computing Spend

Financial Management

Managed Services
General Services

[ |
Self Service Portal Managed DB Managed Runtime

Reporting & Analytics Backup & Restore

Provisioning Orchestration

Service Management

Cloud Capacity Management
NRB 24/7 Monitoring & Surveillance
Disaster Recovery Mgmnt. & Testing

Auditing & Reporting
1AM Endpoint Security Security & Compliance

Policy based control of Cloud Services

Governance & Security

DARING TO COMMIT
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WHAT'S NEXT

NECS ADDRESSE LES CHALLENGES DU CLOUD

-
LS

A

\s-

Connectivity Consistency of
Between clouds management

One One User
Interface eXperience

(pour créer vos VMs (avec les mémes

sur les clouds privés et options ou que soit
public) Provisioné vos
infrastructures)
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Consistency of
services

One
Service

(la méme
gouvernance ou que
ce soit)
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WHAT'S NEXT

Where For What

Notre matrice de correspondance

" webservices®

DARIN G TO COMMIT

Infra Infra

Legacy Digital Legacy

|

Digital

i
\K -
IBM Cloud

Infra Legacy Digital Infra

Legacy

Digital
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Enterprise Access  AD Connect AD mgmt App Reg. AD B2C

Ser\ﬂces =__|| L=——_1 Reviews Health
. VM Image Appllcqhon
" - Batch Accounts  Disk Snapshots \ hi
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— Azure Netdpp  Blob Storage g‘hmga Stersimple m <

]
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ADID Infarmation Conditional
AD DS Protecti PIM Protecti Ac
R . - rotection rotection cess
Catalog Event Hubs  loT Hub SAIhUeFrEE oPs SgrE::Kr:ul+ Azure ‘Cloud Disk Management  Log Analytics Key Vault
L — Services
-
i . . ===
A [ Data Analytics & Business Intelligence CoE == quqged
== Network Services
: - P — ‘. a Migration Projects
Streur_n ’: + ' Dcicbuse Migration
Analytics L Services

Azure Analysis FD‘:“‘ Data Lake HDlnsight
< > Services acrory Analytics  Clusters

[ Data Sciences CoE } ‘
Function Apps

Core Foundation
Services

AN & YO

App. GW Azure FW Connectivity DDo5
Databricks
, Y O &
HE LA N ]
EEE
Bot Cognitive Machine
SQLm Batch Al Services Services  Learning Services WNET ExpressRoute
DetaWarehouse NRB Software Factory
(Synapse)

(Appllcuhon Software Maintenance & Dev]_

Rl LK

On Prem Azure Application Project Management Services ]

Data GW DEVTEH labs  DevOps Azure Boards  Azure Artifacts

[ Monitoring & Reperting ] [ ITSM LifeCycle Management ]

[ NRE Service Desk ]

Insights

=3 A 8% ==

e Sarvi
Mafification Hub Ap:\omcc Azure Test Plans  Azure Repos

NRB Managed
Security Services

Sentinel

Database Management Center
of Excellence

Azure Pipelines

Logic
— — g
L ==" & ‘ o - - -
l
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| S | Functian Service Service ] 7
Container  Event Grid Domains & APPS  Fabric Mesh Fabric Clusters ~ Container +
Registries  Subseriptions, Topics Instances

ti

ci ci Database Management - laaS/PaaS

[>]

]I]. ]I]. a ISE
= (pIpip
— TP Digital Transformation i@ —
Service Bus Service Bus APl Management & ’
Relay SGerr:j Azure Kubarnetes Configuration Center of Excellence N, " Y M cal
Services
Stretched

Elastic Job  pmanaged DB Managed Databases
Agent Instances



Conclusions

What's new?

* NECS Managed Services
 Consulting & Cloud Adoption Programme
 Migration Services
 (Cloud Managed services

* Architectures de références

« NECS platform

What's next?

Cloud Correspondence Matrix
Public Cloud PAAS Managed Services
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